OPSEC Checklist

06/15/04

BDE/Region/HQ


	Web Site Operations Security (OPSEC) Review Checklist – BDE/Region/HQ

	Commander/Director Name:
	Date/Time of Review:

	Organization:
	URL: 

IP Address: 

	Please use this checklist as a guide to assist you in the review and validation of your organization’s web site (WS).  Keep in mind, if the intent of the web is to communicate with the civilian community and items not of interest to the public shouldn't be on it.

	Issue/Concern
	Yes
	No
	Notes/Comments/Corrective Action

	1. Do your Intranet sites contain classified information or data containing personal information that does not need to be viewed by all individuals within the organization?


	
	
	

	2. Do your Internet sites contain internal command and control information, such as staff directories?

	
	
	

	3.    Do your Internet sites contain personal information or social security numbers of organization members, including names or identifying email addresses?  
	
	
	

	4.  Does your Internet site contain pictures of personnel with their names identified?
	
	
	

	5. Do your Internet sites contain information about family members?
	
	
	

	6. Do your Internet sites contain advertisements for the US Army?
	
	
	

	7. Do your Internet sites link to any USAAC /USACC Intranet (Internal) site?


	
	
	

	8. Do your personnel have personal or individual home pages that advertise or appear to have an affiliation with USAAC?  

These are prohibited.  Failure to comply with this policy may subject violators to adverse administrative or disciplinary action.
	
	
	

	9. Do your Internet sites contain sensitive but unclassified Freedom of Information Act (FOIA) material?
	
	
	

	10. Do your sites have counters, visible to the public? These are not allowed on Intranet or Internet web pages.
	
	
	


I certify to the best of my ability that the web site at the URL listed above has been reviewed for sensitive information and is OPSEC compliant.

	Organization: 

Phone:                    Fax:  

	Commander/Director:

Name:

Rank:

Date Approved/Signed:                                                               

	WEB/Pagemaster:

Name:                             Title:

Phone Number:                     Email: 



	Web Site Content Approval Authority:

Name:                             Title:

Phone:                            Email: 



	Who is authorized to make changes to your WS?
	

	
	

	
	


Additional Comments:

